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Below is the percentage plot of President Trump’s mall-in votes in Mesa County, CO during the 2020 General Electian.
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e 21 percent of mail-in voters
admitted that they

filled out a ballot for a friend or family
member

» 17 percent of mail-in voters said they
signed

a ballot for a friend or family member
“with or

Lo Mail-in Ballot Fraudin
without his or her permission.” . the Trump-Biden Race
. for the White House

¢ 19 percent of mail-in voters said that
a friend or

family member filled out their ballot,
in part orin

¥

. HEARTLAND
full, on their behalf. IRSTITUTE

https://heartland.org/who-really-won-the-2020-election/
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Nine Michigan Counties

Collected Demographics for
Poputations, Registrations, & Ballots

with Statistical Confirmution of Algorithm Use
Navember 2020 United 5tates General Election

Dougias G Frank, PhD
4/6/2021

General Conclusions

-* Voter registration Is consistently near, or exceeding county population
demographics. . .

+ There are over 66,000 baliots recorded that are not associated with 3
registered voter in the October database.

*The ability to predict ballot demographics with such remarkable precision
{average correlation coefficient of R = 0.997) demonstrates the activity of a
regulating algorithm.

* This confirmg, as seen in'several other statés, that ballots are being

harvested at the precinct level, regulated at the county level, and
determined at the state level.

#The degree of precision observed confirms that algorithms had accessto

voting databases and voting activity before, during, and following the
November:3; 2020 election.
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Anttim County, M

“Correlation Coefficient, R”
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EXECUTIVE SUMMARY

This report documents initial findings in an ongoing Forensic examination of the voting systems of Mesa County,
Colorado, usedin the November, 2020 General Blection. Thess voting systems represent a portion of overall election
systorms infrastructure, and this report is limived to the findings of an ongoing imeestigation. The findings in this report
were prepared by the cybor forensic supart retained bo advise the County Clark ;mrman't o her duties a5 the county’s
Chief Elaction Official &s part of the impacted parties’ legal hearm,

Federal law reguires the preservation of election records — which includes records in wlectronic or digital form — for
twenty-bwe months after sn elaction. Colorado law reguives the pressrvtion of slection records for an sddtionmsl
thiram monthe beyond the Federal requirement. The obligation to ensure the integrity of elactions and that el slection
records ave preserved purseant to federel and state law falls to the elected Clark & Becovder. This report, the fivet of
zaveral, iz bazed on exsmination of the data obiained from forensic images of the Dominion Yoting Systemn EME
servar last used in Mesa County for the November, 2030, slection, images taken in furtherance of the preservation
raguirernsnts of faderal and state law. Bused apon indormation recaivad by the Clerk's office from virious sources in
sarly 2021, the Clerk became concermsd that the voting systarm modifications might jeopardize these preservation
areed other lega! reguirements under the responsibility of the County Clerk, For this resson the Clerk enstired a Bl
backup of election records from the Coundy wobing syslems, both before snd after the software madificalion
parformed by the vendor snd the Secretary of State pe Wley 25-28, 2021, just st moaths after the November, 2020,
election.

Forensic sxsmination” found that election records, including deta described in the Federal Election Commission’s
2002 Voting Systern Standards {WS3) mandated by Colorade lew as certification reguiremants for Colorade voting
systerns, hawe baern destroyed on Mesa Counhy's voling system, by the syster ventlor and the Celorade Secretary of
$State's office. Becauss similar systerm modifications wers reportedly perfermed upon county slection sarvers aoross
the state, It is possible, 3F st Ukely, that such dotes destraction In violation of state and federal Taw hes accurred in
numerous other countiss,

The extert and reasnner of destruction of the dete comprising these slection records is consequential, prechuding the
possibiliy of any comprehensive forensic audit of the conduct of any Involved election. Thizdocomented destraction
also undermines the conclusion that these Colorado voling systemns snd accompanying wendor and Celorade
Seoratary of Stabu-issued procadures could meet the reguirsments of Colorade and Faderal law, and consoguantly
yitiates the premise of the Colorade Seoretary of Shate certification of these systors for use In Colorado,

Two backup images, ustng forensic imaging metheds, were oblained from the Dominion Voting Systems {DVS)
Democracy Suite (B-Suite] Election Munsgemant System (EME) Standard Server in Wesa Courtty, Colorado. The Tirst
image was made of thet EWS Stendard Server in the [-Suite 5.11-00 version configuration, as used in the Noveeder,
2020 slaction. The second image was of the configuretion of the EMS Stendard Berver in the D-Suite 513 version
configuration following the modification of the EMS Standard Server by & combinad team of DVE vandor persannsl
srid Colorade Secretary of State staff. The forensic informeation provided in this report is presented using sereenchets
from forensicsnalysts’ systems running industry-standerd forensics software tools. The report includes "before” and
Bafrar” sersenyhots Trovr the forenste ool that shews the difforences betussen e o baclup images.

Tha forensic exsmination found thet numerous logfiles bad been deleted or cversmitten. These logfiles sre required
e reconstruct the fonction of and svents taking plece on the the voling systems, and based uporn information

* ttmewy beadidusals and srgantaadons, some public officisls, have made recent claims that no audit performed nor exaemination
ronduered o electdons o computer-based election systeres can be lepbimate or oredibde ondess the exardoers s “election
exports” or sooredited slection apditors. Theve is no mach thing a5 an “aoeredived election suditor,” nor are thers Federsi
standards oo procedures o crederial elaction suditors.
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provided by lagal counsel, must, by law, be preserved. By comparing Tilensemes in the two images [before and afer
the Damirion update on May 2526, 2021}, sxamination snd anslvsis identified 3 total of 28,989 files that were
deleted, During # software update, st replavement of program files and their related content is normally
axpected. However the swemination found that 695 log and suent log fles necessary for the determination of
elnction inbegriby were deleted,

Based wpon information provided by legsl counsel, Colarade law (Colorade Bevised Statute (CRS) § 1-5-501.%)
requires that, prior be use in Colorads alections, electronic and computer-based voting systems be certified by the
Colorado Secratary of Siste. This certification is besed an the systems’ compliance with the requiremants of the
Fedaral Elacton Commission’s 2002 Wotlng System Standards [VSS), vetified by their testing by a Federally-accrodited
{bry wate of the ULS. Election Assistance Commission [EAL)) Vollng Systesn Testing Lab [VSTL). Whils soveral larations
of newer Volunesry Vorlng Systeim Guidelines [VVSE) have been iszusd by the BAC, Colorade’s statutory rerulremsnt
isfor complionce with 2002 W55, which siskes:

YElmetion audit tralls provide the supporting decumentstion for werifying the accuracy of reported

alheetion peglts. They progent a concosts, Indestroctible srehival record of gl ystem artivity releted

o the wole tally, and are eesentin! for public sonfidence in the sooursoy of the tally, for recounts, and

for evbdence In the event of orlaminal oe oivil Biigation.”

Tha relevant ssctions ofthe VES are dbed In Appendix E.

These stetutory requirements establish thet voting systems are required to generate and preserve, os oritical to the
ahility to determine and reproduce the conditions and detalls of dlection conduct uting these systems, boghiles of 8l
wyshern funetions, Including nommal sctivity, connsetivity, fila and deta aoress, operator- and sutomated-processes

and wirors, LogBles ars oriticel 1o the abibity be debect improper operetion, ﬁmiuﬂmg s whitlity o detect malicious |
intrusions as wall s ether improper sctivities snd m@mms, and configuration thanges that sould ensbis alteration §
ofthe acbusl vole oownk,

Paturaing this information W be vorrt, this forensic axemination found that o subalantialy luspe mumber of these
roquirernants bave not bean met,. Thizeemminetion alo found that destruciion of criticel logfiles has occurred, This
| destruction iz pot Incidental or minor but Is axiensive.

e purpose of this Initlel report s 1o doement these Hndings sed prasent preliminery ovidence demonstrating
wnmcceptable conduct aned systerm defects revesled by the sxemined images, 9% necessary for the Chief Election
Dificial bo discharge her stalutory obligations, The facts and resultant Sindings support the conclusiors that:

3} EBlection-relsted data sxplicithy requived to be praserved, g steted (n the 2002 W8S eriteris referenced In
his section, bave beon destrayed in vigdetion of Fadersl sod Stede T, and

2y Dus to non-complisnce with the 2002 YES requirements, these voling systems and s mying |
wondor-provided, Colorade Secretary of stetw-spproved procadures cannot mest the certification
reguirermenis of the State of Colorede, and should not hewe been cectifiad for use inthe state,

Comprehensive nvestigation B reguired Yo determines whether these critics] follures are the result of roalicious Intemt
or pegligence, #nd to what extent the systems may have been compromised or subjected to unsuthorized access or
operation priorbo, during, snd after slection vee. Thateompeshersivelnvestigation is bepond the seepe of thisraport.
Subsenuent raports will address thess nsues in datail,

Evidenos supporting all of these findings s documentad i this yeport,
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Introduction

Election officials, including Secretaries of State, are obligated by law to ensure the integrity of all elections, mcluding
the transparency required for citizens to verify that integrity themselves, Modern slectronic voting systems are |
marketed as an efficient solution to stresmline the voting process and allow for automated collection, tabulation,
| and reporting of election results, but the efficiency they promise comes at a cost.

The necessary measures and safeguards to ensure the integrity of the systems and their operation against a severe,
mounting and ever-evolving threat from sophisticated nation-state and non-nation-state actors are so complex and
dynamic as to outpace the limited capabilities and resources of our government, atall levels, Whils minimal security
safeguards may be within government capacity, modern computer-hased voting systems are extremely complex and
difficult fo secure, even for cybersecurity experts, and since voting systems are not under the direct control of the §
Federal government's top security experts, any government assurances about the sufficiency of those safeguards can

serve only to mislead citizens and policy-makers. Even critical defense systems, relentlessly monitored and defended
| by highly-trained teams using costly, sophisticated tools, are at risk and are frequently compromised, sometimes
before procurement. Earlier genarations of voting systems relied on simple, human-scale safeguards, for exarnple
“air gaps"— that is —to have no wired network connection to the system. But miniaturized wireless communication
technologies and networks have proliferated, with billions of wireless devices installed or in use, and malicious actors
have developed sophisticsted attacks to bypass air gaps, compromise every kind of hardwars, firmware, and §
softwars, often before they even come into customer or user possession, and to move laterally through networked §
systems, often undetected. Supply-chains for these systems, from the initiation of the design of integrated circuits |
and electronic componants, most manufactured overseas with little U.5. insight or oversight, through the fabrication,
testing, assembly, integration, and operation of these complex composite systems, are wulnerable and untrustworthy
for critical functions of government and lucrative ecomomic and national security targets. For all these reasons
logfiles, such as those that have been deleted by the Dominion “Trusted Build” update must be preserved to
document the complete operation of the computer system and voting applications, and to be able to verify the
authenticity, integrity and accuracy of the vota.

R The festure size of individual circuits in the chipsets and components of our voting system computers is at the
nanoscale, smaller than the smallest known virus particle, and Jess than 3/10,000ths of the width of a human hair,
50 we have lost the ability, if we ever had it, to visually verify what is really happening, even at the physical level, in
our computer-based vating system, Regardless of how the systems appear to be configured to authorized users and
poll-watchers, the functionality and connectivity in these computers can be enabled and modified remotely and
wirelessly, or by the intreduction of smbedded codes on scanned paper, or triggered by specific unforeseeable and
indiscernible predetermined software and hardware conditions, or by specific timing events, or by geographic
lgcation, or by the praximity of other devices or combinations of any of these means,
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EXECUTIVE SUMMARY

This report documents the findings of an examination of fabulated vole
databases based on forensic analysis of the drive image of Mesa County, B
Colorado’s Dominion Voting Systems (DVS) Election Management System (EMS) |
server. The findings in this report were prepared by the authors as consultants
to the legal team representing Tina Peters, the Mesa County Clerk and Recorder,
pursuant to her statutory duties as Mesa County's Chief Election Official. The
findings provide evidence of potentially unauthorized and itlegal manipulation of
tabulated vote data during the 2020 General Election and 2021 Grand Junction |
Municipal Election. Because of this evidence, which led to the vote totals for those
etections being impossible to verify, the results and integrity of Mesa County's

2020 General Election and the 2021 Grand Junction Municipal Election are in
guestion.

This analysis was performed using the forensic image of the EMS server, which
was backed up before Colorado Secretary of State and DVS overwrote the hard
drive with D-Suite wersion 5.13.

Findings and Implications:

1) There was an unauthorized creation of new election databases during garly |
voting in the 2020 General Election on October 21, 2020, followed by the
digital reloading of 20,346 ballot records into the new election databases,
making the original voter intent recorded from the ballolts unknown. In
addition, 5,567 ballols in 58 batches did not have their digital records §
copied to the new database, atthough the votes from the ballols in those

batches were recorded in the Main election database.

2} The same unauthorized creation of new election databases occurred
during the 2021 Grand Junction Municipal Election on March 30, 2021,
followed by the digital reloading of 2,974 ballot records, making the
original voter intent recorded on those ballots unknown. In addition,
4,458 ballots in 46 batches did not have their digital records copied to the §
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new database, although the voles frorm the balioks in those babtebes were
racorded in e Main slsekion dabtabase.

3} The absence of secure hash algorithom (sha) files for each digikal battot
image makes the aubhenticity of each digitat baltot image, and the ballol
ievel record For those ballots, impossible bo verify.

4} The true total vobe count in Mesa County, Colorado cannot be accurately
calculabed for the 2020 Genersl Election or the 2021 Grand Junchion
Municipal Election from records in the databases of the coundy's woting
sysbem.

53 There is po FfuncBon or feature on the EMS server that ocowlbd
be executed inadvertently or deliberately by a local slection officiat that
would cause this combination of events to occur, especially within the Bme
frame that these events vocurred. Given the complex seguence of dalba
manipulations and deletions necessary o produce the digital evidence
descrited in this report, this combination of events cowld not have bean the
resull of either deliberate or inadvertent actions by those officials.

63 Domindor’s instatiation of the Trusted Build update on the EMS in May of
2021, as ordered by the Colorado Secretary of Stabte, destroyed all data on
the EMS hard drive, including the babtch and ballof records that evidenced
the creation of new databases and reprocessing of ballot records described
in Findings 1 and 2 above. This destruction of all data by the brusted buiig
is described in the *"Mesa Couniy, Colorado Voling Systems Forensic
Examination and Analysis Report”.

TiThe fact That =such ballol record manipulation has been shown
dempnstrabes a oritical security failure with the DVS EMS wherever it is
used. The manipuiation would not be Wentifiable to an election officiat
wsing the woling shbems, nor o an observer or judge oversesing the
election conduct, much less o citizens with no ecoess to the voting systems:
without both cyber and daftabase management systerm expertise, and

Pupe & of 87

vnfettered access o database records and computer log fites {many of
which were destroyed by the actions of the Secretary of State) from the
EMS server, the manipulation would be undetectable.







